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Purpose:

This policy articulates the unwavering commitment of the Saifrood Unity and Aid Organization
(SUAO) to the responsible and ethical management of personal data collected, processed, stored, and
shared in the course of its humanitarian and development work in Afghanistan. SUAO recognizes the
protection of personal data as a fundamental human right, essential to safeguarding dignity,
promoting trust, and ensuring accountability in all interactions with individuals and institutions.
The purpose of this policy is to ensure that all personal and sensitive data belonging to beneficiaries,
staff, donors, partners, and third parties is handled in a lawful, secure, fair, and transparent manner.
The organization’s operations, including digital and field-based activities, often involve the collection
of data such as names, identification numbers, addresses, biometric information, health records, and
financial details—all of which require robust protection measures.
Although Afghanistan currently lacks a comprehensive national data protection law comparable to
international regimes, SUAO voluntarily adopts the principles and requirements of leading global
frameworks to ensure best practices in humanitarian data protection, including:

e The EU General Data Protection Regulation (GDPR) — recognized as the global gold standard

for data privacy and protection.

e IFRC's Minimum Standards on Data Protection in Humanitarian Action

e ICRC's Professional Standards for Protection Work

e UNHCR's Data Protection Policy (2015)

¢ Relevant donor-specific data protection clauses, particularly those from UN agencies, the EU,

and bilateral aid donors.

Given Afghanistan's fragile context and the vulnerability of returnees, IDPs, women-headed
households, persons with disabilities, and survivors of violence (SOV), the improper handling of data
can expose individuals to serious harm including stigma, retaliation, fraud, gender-based
discrimination, or political targeting. Therefore, this policy is also rooted in the humanitarian
principles of Do No Harm, confidentiality, and informed consent, and is aligned with the Core
Humanitarian Standard (CHS) and Sphere Protection Principles.
This policy applies to:
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Manual and digital beneficiary registration systems (including UIN-based tools)

Staff recruitment and HR databases

Donor contact and financial records

Digital platforms and mobile applications used by SUAO

Monitoring and evaluation systems that collect personal-level data

Third-party services such as financial institutions, data analytics tools, or cloud storage

providers

Through this policy, SUAO aims to:

Build and maintain the trust of all individuals whose data it manages;

Ensure compliance with donor and international expectations;

Reduce the risk of data misuse or breach; and

Institutionalize data responsibility as a core component of ethical and effective humanitarian

programming in Afghanistan.

1A. Secure Data Storage, Encryption, and Microsoft

Cloud Infrastructure

To enhance data integrity, confidentiality, and accessibility across all offices, Saifrood Unity and Aid

Organization (SUAO) has adopted a robust and secure digital infrastructure built on Microsoft for

Nonprofits technologies. This platform enables streamlined operations, compliance with international

data protection standards, and protection of sensitive information through the following key

components:

a) Organization-Wide Microsoft 365 Premium Deployment

SUAO maintains an enterprise-level Microsoft 365 Premium package, providing secure digital tools

for all registered staff, interns, and board members, including:

Microsoft Outlook — Secure organizational email and calendaring with spam/phishing
protection.

Microsoft Teams — Encrypted internal communication and coordination across provinces.
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If you are a SUAO partner or
grantor, you can access the full
policy by contacting us.




